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The World Wide Web (WWW) has dramatically changed the look and feel of graphical user interfaces (GUI), sometimes for the better, sometimes to the user's detriment.  There are solutions to the usability problems introduced by the web.  This paper presents an initial collection of patterns that describe these solutions.





A leading usability expert, Jakob Nielsen, enjoys pointing out that there are millions of web sites and millions of web pages, and only thousands of usability engineers and user interface designers. [Nielsen99a] These patterns and others like them endeavor to establish helpful guidelines for developers to improve usability for their users. By satisfying users’ expectations, productivity is improved and the users’ enjoyment is enhanced.





These patterns document the human factors implications of frequently used interface elements for applications deployed over the web.   Web applications differ from simple web sites in complexity.  Web sites just require the user to submit information for navigation.  The WWW pages of many newspapers are typical examples of web sites.  Web applications require a much broader range of user input.  For example, e-commerce sites, web-enabled mainframe applications and message boards are all examples of web applications.  Some WWW pages combine the elements of both a web site and a web application, for example a collection of content pages combined with a registration function.  The patterns in this paper focus on the context of web applications.





We believe patterns can be particularly valuable in this domain.  Web application development often involves the collaboration of skilled information technology professionals with widely varying backgrounds and terminology.  An example of the diversity can be found in vocabulary.  For example the concept of design to a graphic artist is very different than the concept of design to a software engineer.  Usability is a critical success factor for successful web applications. Patterns can provide a language for communicating usability concerns among these diverse participants in the development process without hindering the creative elements of web development.





Some work in patterns and usability has been published.  For example, there are some patterns describing user interface issues for broad contexts that cover web development as part of a broader discussion. [Tidwell98] Some patterns address usability in the context of client-server development. [Bradac97][Tullis97]  Others have described patterns on how to implement user interfaces.  [Harrison97] [Coldeway98]  However, there have only been a few efforts to date that focus on usability and the web with more emphasis on web site design rather than web applications. [Garrido97] [Lyardet98][Rossi99]� 





The subject of web usability is quite large, and is worthy of an entire pattern language.  We have submitted a initial collection of patterns to the PLoP 99 conference. [Perzel99]  The pattern we are including as part of this workshop applications is taken from that paper.  





While our PLoP 99 submission only scratches the surface, we hope that the patterns it contains are a useful first step.  The web represents not just new implementation technologies, but it is a new medium with its own social and economic dynamics.  The first two patterns in our PLoP 99 submission are Carrot and a Stick and Policy Statement.  These patterns address problems that arise from this new medium.  The Policy Statement is the pattern included in this workshop position paper.  The remaining three patterns in this collection, Required Field Markers, What They See is All They Get, and Plan B, address more tactical issues of page design.  





In addition to the patterns in the PloP 99 submission, we have identified many other candidate patterns, which we believe would be part of a full pattern language.  These patterns are briefly described at the end of the PLoP 99 paper. 


Client-Side Validation (Sys.)


Server-Side Validation (Sys.)


Three Clicks or You’re Out (Sys.)


Site Context (UI)


Location, Location, Location (UI)


You Are Here (UI)


Flag Planting (Sys.)


Universal Navigation (UI/Sys.)


Searching the Web (Sys.)


Web Registration Forms (UI)


Links, Jumps and Suicide Leaps (UI/Sys.)


Query Forms (UI)


Data Entry Forms (UI)





There are many different forms used to document patterns.  We used the following template to document the patterns in our PLoP 99 paper.





Name: A short title for the pattern.  We tried to select titles that evoked the solution.


Alias: Alternate titles for the pattern.


Problem: A one-sentence description of the problem to be solved by the pattern,


Context: A description of the situations in which the pattern is applicable.  


Classification: We used Mahemoff proposed classification of usability patterns to categorize the patterns in our collection. Our patterns fall into the classification of either user interface widget, or are system based. [Mahemoff98] �Forces: A bulleted list of the forces that make the problem challenging and drive the selection of the solution,


Solution: A description of the key elements to solving the problem. 


Rationale: An explanation of why we believe the solution is appropriate given the problem and its context.


Resulting Context: A description of both the good and bad consequences of applying the solution.


Example: A description of screenshots of sites that represent instances of the pattern.


Related Patterns: A collection of pointers to other patterns from both our collection and others that are related.


�
Pattern: Policy Statement





Problem


How do you establish sufficient trust with users so that they will provide personal information?





Context


You are a developer building a WWW application in which forms are used to gather user input.  The application gathers information that the user might consider sensitive, such as email address, phone number, age, etc. 





Classification


System Based


�Forces


Users on the Internet are reluctant to provide personal information about themselves if they do not readily understand how information gathered over the web will be use. [Hoffman99]


Users may choose to provide information only to sites that promise to restrict the information's use.  For example, the site may promise not to share it with other firms, or the site may promise not to send certain kinds of email.  


Web sites that build trust with users are more likely to maintain and increase traffic volume.[Nielsen99b]


Web users are accustomed to moving from one web page to another without hurdles.


Web users assume web sites for a well-known brand are honest.


Web sites with branding have to live up to their corporate identity and honor.


Sites that violate their privacy promises may lose user trust and receive media scrutiny.


Web sites need information about their users  for marketing purposes as well as to generate user requirements and create policies that suit their target audience.


Users agree in principle with the idea of sharing their own demographic data with web sites. [Hoffman99]


�Solution


Provide a detailed statement of how the information you gather will be used. Write the policy statement so that it is consistent with your actual practices. For example, if you are able to ensure the confidentiality of submitted information, then make sure that is communicated in the policy statement. Place these statements in a prominent location on the forms.


What constitutes a good policy statement varies based on the context, but many give users the option to request that information not be shared with other firms or sites. Others give users the ability to control whether they received solicitations as a result of sharing their information.  The Center for Democracy and Technology has published some guidelines for evaluating privacy policies. [CDT99]





Rationale


Users are sensitive about protecting their privacy online, and in particular they are concerned about data being collected by a site and being sold to third parties.  [GATech98][Hoffman99]  However, they also understand and appreciate that there are legitimate business reasons for web sites to collect demographic data about their users.  According to one survey, over 72% of users said they would share demographic data with a site if only the site would provide a statement about how the information would be used. [Hoffman99]  If a site provides a Policy Statement that addresses users concerns about protecting their privacy, then the site should be able to increase users willingness to share information.





Resulting Context


Users gain a comfort level (or discomfort level) from knowing how the information about them will be used.  Users feel empowered to make an informed decision and not provide their information if they do not agree with how it will be used.





You may be more exposed if you have a security lapse if you promised to protect private data than if you had no policy at all.  Alternatively, if your policy does not offer assurances of privacy, having a policy statement might dissuade users from using the site.  





Example


In the area of content distribution, the New York Times (�hyperlink http://www.nytimes.com) ��www.nytimes.com)� web site has two links from the registration form to two policy statements for registered users, a Subscriber Agreement and a Privacy Policy.





Ebay (�hyperlink http://www.ebay.com ��www.ebay.com�), an online auction e-commerce site, states their policy at the top of their registration form. 


“Please Note: To be eligible to register, you must be over 18 years of age and provide valid contact information, including a valid e-mail address. eBay will not use any registration information for marketing, nor will we disclose this information to any outside party.”





A policy statement that might dissuade users can be found on many DoD sites. For example, see the National Guard Security and Privacy notice at http://www.ngb.dtic.mil.





Related Patterns


Policy Statements should be in a prominent location, and so the What They See is All They Get [Perzel99] pattern applies.


�
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