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0. Preamble

0.1 Client Server

Content

Overview of client server computing
TCP/IP, Types of client and server, protocols

Java for client server computing
Sockets, Datagram, Multicast, Threads, RMI

O/S concepts
Clustering, servers, control of servers

Java related technologies
JSP, Servlets

Assessment
100% Course work

Modify 'very simple web server written in Java
(<250 lines)' to allow dynamic web page content.

Implement in Java a game to demonstrate aspects
of client server computing.

Viva on coursework.

Web-site

http://www.it.brighton.ac.uk/staff/mas
-> courses -> Cl1346

© M A Smith 2002-2005
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0.2 What you must know from your 1st and 2nd years

® How to construct applications in Java
(Cl1201/Cl1228)

® OS concepts (Cl1210/Cl1229)

® Simple web page construction

® Basics of Database use

® Basics of the UML design notation

© M A Smith 2002-2005 Version of December 16, 2009 Page 2
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0.3 What this course does not cover

e How to create web pages

® How to program in Java

® Interaction useability issues

® Issues in graphic design

© M A Smith 2002-2005 Version of December 16, 2009 Page 3
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1. Introduction to Client-Server Computing

® What is Client-Server Computing
® Overview of Unix style Networking
® Networking components:

Sockets, ports, IP Address

® 'Simple' Java example

© M A Smith 2002-2005 Version of December 16, 2009 Page 4
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1.1 What is Client-Server Computing

Client-Server

<programming>

A common form of distributed system in which software is split
between server tasks and client tasks. A client sends requests to a
server, according to some protocol, asking for information or action
and the server responds.

This is analogous to a customer (client) who sends an order (reque
on an order form to a supplier (server) who despatches the goods ¢
an invoice (response). The order form and invoice are part of the
"protocol" used to communicate in this case.

There may be either one centralised server or several distributed o
This model allows clients and servers to be placed independently o
nodes in a network, possibly on different hardware and operating
systems appropriate to their function, e.g. fast server/cheap client.

Examples are the name-server/name-resolver relationship in DNS,
file-server/file-client relationship in NFS and the screen server/clien
application split in the X Window System.

Usenet newsgroup: comp.client-server.

["The Essential Client/Server Survival Guide", 2nd edition, 1996].

© M A Smith 2002-2005 Version of December 16, 2009 Page 5
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1.2 Examples of Client Server Systems
« Web

Web server - Web browser

Web server - Backend application

Web based applications

Web browser accessing ASP, JSP based server to give
dynamic web content

http request

web page %
P Y

Web Web File Store
Browser Server

© M A Smith 2002-2005 Version of December 16, 2009 Page 6
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R X windows

X is the client
Application is the server

Creating a window on another machine

Server Client

M/C running X-windows M/C running application
@ $ xclock

$xhost client $export DISPLAY="server:0"

[2] [3]

[1] The terminology client server is reversed
[2] Grants ‘client' permission to use x-windowing system
[3] Which 'server' M/C to send output to.

© M A Smith 2002-2005 Version of December 16, 2009 Page 7
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° ftp
ftp server - ftp client

« VNC
Virtual Network Computing
Allows a user to view the desktop of another machine
(Server) using a viewer (Client) on any machine on the
internet

« Napster (Now no longer free)
Introduced peer-peer file sharing to the masses. Central
database allowed clients to directly transfer files from
other co-operating clients

Napster Server

< >
<4
Napster Napster Napster Napste
client client client client
e ICQ

© M A Smith 2002-2005 Version of December 16, 2009 Page 8
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1.3 Characteristics

o User friendly software brought to the end user of the
system

« Emphasis on centralised functions
Database, many network management and utility
functions.
Relieves individual departments or divisions of much of
the overhead of maintenance of the system.

« Commitment by organisations and vendors to open
systems (Open systems means many things to different
organisations and companies)

Open systems: IEEE Definition

A comprehensive and consistent set of international
information technology standards and functional
standards profiles that specify interfaces, services and

supporting formats to accomplish interoperability and
portability of applications, data and people.

o Network is fundamental to the operation

Stallings Operating systems 4th edition

© M A Smith 2002-2005 Version of December 16, 2009 Page 9
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1.4 What is good client server working
1.4.1 Good practice

Query

>

Single answer
) =

Client Server Databa:

1.4.2 Bad practice

Query
>

100000 records
* T

Client Server Databa:

© M A Smith 2002-2005 Version of December 16, 2009 Page 10
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1.5 Classes of client server systems (2 tiered)

1.5.1 Host based processing

| i Presentation logic
Application logic
Database logic
DBMS

« Dumb terminal on client used to run application
« VNC (Complete desktop of remote computer on users
local computer)

1.5.2 Server based processing

Presentationlogic |

Application logic
Database logic
DBMS

o Client only provides GUI, processing done in server

e Thin client
e webmin (Administer a computer from a remote

machine)

© M A Smith 2002-2005 Version of December 16, 2009 Page 11



Cl346 Client Server

1.5.3 Co-operative based processing

Presentationlogic{

Application logic Application logic
Database logic
DBMS

o Takes advantage of strengths of client and server

1.54 Client based processing

Presentationlogic |
Application logic
Database logic Database logic
DBMS

e Most processing done on client, thick client

Stallings Operating systems 4th edition

© M A Smith 2002-2005 Version of December 16, 2009 Page 12
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1.6 3 Tiered systems

>
>
Client Buisness rules Databas
e Client
Thin client
« Middle tier

Hides the databases from the client, Implements the
rules/ ways of working of the organisation. May provide
an interface to legacy systems

o Database
Backend server, Data of the organisation

© M A Smith 2002-2005 Version of December 16, 2009 Page 13
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1.7 Networking layers

Application q4——ftp, HTTP, telnet ———p Application

Transport €4——1tcp, udp »| Transport

Internet Layer |@——Iip (routing) ——— | Internet Layer

Network access |q——Access to network — g Network access

Physical 4——Data rate/ signal etc. —¢ Physical

e« Transport
« TCP
Reliable deliver of data
point to point connection

« UDP (User Datagram Protocol)
Deliver of data is not guaranteed, nor the order in
which data is received

o Internet Layer
Concerned with routing data across the network

o Network access
How host communicates with network, ethernet

e Physical
Physical interface between data transmission device

© M A Smith 2002-2005 Version of December 16, 2009 Page 14
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1.8 Client Server (TCP/IP Unix world)

Server M/C

K_>

D

or

\V

Client Server
Program Program

Client A client application sends
transactions to a s_erver appllcatlon
applet for processing.

Server A server application processes
transaction on behalf of one or morg
clients.

Computer:
Computer: : :
hyperion.brighton.ac.uk Janus.brighton.ac.uk
/ProgramA ) e Program B N\
Servel S [=T=(99] S | Client
\ ) N /
QProgramC I
S| Socket Computer: 5] Client
99| Port strong.brighton.ac.uk

- J
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1.9 Definitions

IP Address

Currently an IPv4 (IP Version 4) uses a 32 bit integer vajue,

for the address usually written as 4 bytes in the form:
193.62.183.86.

Note: The format for an IP address will soon be expande

to IPv6 (IP Version 6 this will allow for 128 bit addresses
to allow for an even greater number of machines to be
connected to the internet.

domain name

A symbolic name for a machine or group of machines. B
domain owner can register other names in that domain.
example, the University of Brighton [brighton.ac.uk] can
choose the names of machines or other sub domains in
domain. Each domain will usually have a DNS (Domain

Name Server) that will map the name of a machine within

its domain to the true IP address. A DNS is a computer |
is able to provide an IP address for a domain name or b
able to ask another DNS to provide this information.

14

d

N

ach
For

its

hat

a)

-

TCP

Transport Control Protocol.

A protocol that guarantees that when a connection is
established and kept open, the receiving machine will ge
the sent messages.
The message will be split into packets, that may be sent
any route to the destination, however the TCP protocol
guarantees to re-assemble these individual packets into
correct order for delivery to the receiver.

pt

by
the

UDP

User Datagram Protocol.

Messages are split into packets and sent to the destinat
but there is no guarantee that the packets will arrive in tl
correct order or even arrive at all.

on
he

IP

Internet Protocol.
A collection of protocols of which TCP and UDP are
members. Hence TCP/IP.

port number

A number in the range 1—65536, examples of used port

numbers include:

Port Used by

20-21 File transfer programs using FTP
23  Terminal emulators (Telnet)

79  Finger programs

Host

The machine on which the program is running.

© M A Smith 2002-2005

Version of December 16, 2009 Page 1
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1.10 Why use Java

« Core system embeds enabling technology for client
server systems.

Java language contains/ Implements

Networking class library

Serialization of standard objects
Remote Procedure Calls (RMI, CORBA)
Threads

« Java uses many open systems
e« TCPI/IP

o Javais portable across many systems
e Windows, Sun, Apple, Linux

o Cost of ownership
o Compiler/ Interpreter freely available
1.11 Against Java

e Interpreted.

o Not Microsoft

© M A Smith 2002-2005 Version of December 16, 2009 Page 17
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1.12 Client Server (TCP/IP Java view)

Client sends Server retur
message to server. length of strin

back to clieni

1.13 UML Sequence diagram

i Client

User
—P socket
<<Create>>
® Socket
out
<<create>>
> NetObjectWriter
in
<<create>>
- NetObjectReadt
put(mesage)
>
get(mesage)
>

© M A Smith 2002-2005 Version of December 16, 2009 Page 18
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1.14 Client code

Set host name to connect too & port to use for connection

import  javanet*,

import  javauutl*;

?ass Client

pubic  safic  vod main(Stingargs]])

{Stn'nghost = “localhost" ; I Host name
int port =2000; I Port used
try

if (argslength>=3)
host =args[0]; I machine
port = Integer.parselnt(args[1] ); / Port
else

} lhrow{ newException(  "Badusage' );

}

} catch (Exceptionerr)

{System.outprinﬂn( "Usage Client machine port message(s)" )i

reum

}

© M A Smith 2002-2005 Version of December 16, 2009 Page 19
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try
{Netoqect\Nriterout i Object output stream
NetObjectReader in; I Objectinput stream
Socket socket = new Socket( host, port); // Socket
out= new NetObjectWiiter(socket);,  // Output
in = new NetObjectReader( socket);, // Input
{ for (int =EZKagslenghi+)  // Send messages
output( argsli] ); I to Server
String response = (String) inget();  // Response
System.out.printin( “Length of [" +
argy] + T+
response ),
outclose(); I Close connection
catch (Exceptionerr)
{
}System.outprinﬂn( "Enmor." +emr.getMessage() );
}
}

© M A Smith 2002-2005 Version of December 16, 2009 Page 20
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1.15 Class NetObjectWriter

class NetObjectWhiter extends ObjectOutputStream
public  NetObject\hiter( Socket s)

super (s.getOutputStream() );

throns  IOException

pubic  synchronized  bookan  put{ Object data)

{
{ ty
witeObject( data ) I White object
flush); I Fush
reum  true; /) Ok
caich (IOExceptionerr)
reum false; /) Falled wite
}
}
}
© M A Smith 2002-2005 Version of December 16, 2009 Page 21
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1.16 Server

import  javalang*;
import  javanet™;
class Server
{ public static  void main(Stingargg])
{
try
if (argslengh=1)
it port =Integer.parselnt( args[0]); / Port number
( new Server().process(port),  // Start server
} reum I Normal exit
} catch (Exceptionerr)
System.out.printin( “port notinteger” ) Integer port no
Systermn.out.printin( "Usage Server port' ), M Display usage
}

© M A Smith 2002-2005 Version of December 16, 2009 Page 22
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{

pubic wvod process( final int port)
{ ty
ServerSocketss = new ServerSocket(port); //
while (true) i
Socket socket = ss.accept(); I
NetObjectReaderin=
new NetObjectReader(socket); /
NetObjectVWhiter out=
new NetObjectWiiter(socket), //
whie (true) I
{ Object obj=in.get(); i
_ if (obj=  nul ) break ; I
Sting message = (Sting) obj,  //
System.outprinin(message);, /
out put( ™ +messagelength()); //
}
in.close(); /)
out.close(); I
}sod<etdose(); I
catch (Exceptionerr)
System.out.printin( "Enmor."

+emgetMessage() )

Server Socket
Loop

Wait
Input
Output
Loop

From Client
No more data
Tostring

Print message
Retum length

Close Read
Close Wiite
Close Socket

© M A Smith 2002-2005
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1.17 Class NetObjectReader

?lass NetObjectReader extends ObjectinputStream

public  NetObjectReader( Sockets) throns  IOException

super (sgetinputStream());
public  synchronized  Objectget) // Get object from stream
try i

{ retum  readObject(); I} Retum read object
} caich (Exceptionerr) I Reading error

{ reum  nul ; /) On error retum null
}}
}

© M A Smith 2002-2005 Version of December 16, 2009 Page 24
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1.18 Putting it all together

When compiled and run the following results are produced:

Client (Application)
Command |, _
line used java Client localhost 2000 "A message"
Results Length of [A message] is 9
returned

Server (Application)
Command |,
line used java Server 2000
Results
returned A message

Note: Now there may be many client sending a message
to the server.
The Server will run forever unless terminated

© M A Smith 2002-2005 Version of December 16, 2009 Page 25
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2. Java for client server computing

® Threads
® Using threads in a server

® Thread pool

© M A Smith 2002-2005 Version of December 16, 2009 Page 26
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2.1 The class java.lang.Thread

Method Responsibility

mgggg)name) Creates a new thread with namame.

Thread( fo ) Creates a new thread that will run the

Thread( fo, name ) function objecfo that implements the
interfaceRunnable.

activeCount() Returns the number of active threads |in
this thread group.

getName() Returns the name of the thread.

isAlive() Returns true if the thread is alive.

join() Waits for the thread to die.

join( delay ) Waits at mostlielay milliseconds for
the thread to die.

run() Runs the thread’s function object that
implements the interfadeunnable.

sleep( delay ) Causes the thread to sleep defay
milliseconds.

start() Causes the thread to start, the run
method in the thread is called.

yield() After pausing the thread allow other
threads to continue.

Athreads
2 | | thread
1 main applicatic
5 4 y
thread.start() thread.join()
p Time

© M A Smith 2002-2005 Version of December 16, 2009 Page 27
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2.2 The class java.lang.Object

olp
ate

Method Responsibility

notify All() Wakes up all threads that are waiting
this object. A thread enters the wait st
when it calls one of theait methods.

notify() Wakes up a single thread that is waiti
on this object.

walt( delay ) Waits until either of the following two

conditions occur:

. One of the methodsotify or
notifyall is called from another
thread on this object.

. The time delay in milliseconds has
passed.

wait()

Waits until one of the methoad®tify
or notifyAll Is called from another

thread on this object.

© M A Smith 2002-2005
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2.3 Using threads in a server

>

Server returns
length of string
back to client.

Clients sends
message to server.

e System

o Multiple clients sends server a text message
o Server replies with the length of the message

o Strategy
Create thread on demand to process the transaction.
Thread terminates at end of transaction.

© M A Smith 2002-2005 Version of December 16, 2009 Page 29
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2.3.1 Implementation
class Server
{
public static  void main(Stingargd])
{
try
if (argslengh=1)
it port =Integer.parselnt( argso] )/ Port number
( new Server().process(port),  // Start server
reum I Normal exit
}}
catch (Exceptionerr)

System.out.printin( “port notinteger” )l Integer port no
System.out.printin( "Usage Server port' ) N Display usage
}

pubic vod process( final int port)

try
{

ServerSocketss = new ServerSocket(port); / Server Socket

while (true) I Loop

ThreadToProcess thread = nul ;

Socket socket = ss.accept(); I Wait connection

thread = new ThreadToProcess(socket); / Create thread

thread start(); I Startthread

}

catch (Exceptionerr)
{

System.out.printin( “Enmor. " +er.getMessage() );

}
}
}

© M A Smith 2002-2005 Version of December 16, 2009
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class ThreadToProcess
private  Socket  theSocket; I
private  NetObjectReader theln; I
private  NetObjectWhiter theOLt; I
public  ThreadToProcess( Sockets ) I

theSocket=s; Ik
}

public  void run() I

ty

{
theln =
theOut=

extends Thread

new NetObjectReader( theSocket )i/
new NetObjecthiter( theSocket )/

whie (true) i
Object obj=theln.get(); Ik
f (o= nul ) break ; i
Sting message = (Sting) oy, //
System.outprintin(message);,  /
}lheOuLpur( " +messagelength()); /

theln.close(); I
theOut.close(); I

theSocket.close(); ]
catch (Exceptionerr){}

Socket used
Input stream
Output stream

Construct

Remember socket

Execution

Input
Output

Loop

From Client
No more data
Tostring
Printmessage
Retum length

Close Read
Close Wiite

Close Socket

© M A Smith 2002-2005 Version of December 16, 2009
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2.4 Advantages / Disadvantages

o Advantages

Transactions are now processed 'simultaneously’,
making better use of machine resources.

Scalability of server on an SMP machine.

« Disadvantages

No limit / control on resources used _
Many simultaneous requests could impose major
resource issues on the server system

Overhead of thread creation for each transaction

© M A Smith 2002-2005
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2.5 Thread pool

o Advantages

« Transactions are still processed simultaneously
Server will scale on an SMP machine

o Control on how many simultaneous threads are
created.

« Threads are re-used to process next transaction, so
saving on thread creation overhead.

« Disadvantages

o Inactive threads in the thread pool still take up
resources.

Clients

Threads

Server

/\

© M A Smith 2002-2005 Version of December 16, 2009 Page 33
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2.5.1

Thread pool (An implementation)

Server
Simply replies with the length of the text message sent
to it.

Strategy
Create pool of threads (10) A free thread will process
transaction.

If all threads used then will have to wait until a thread is
free for the transaction to be processed.

Variation
Could implement the queue of requests waiting for free
thread rather than let all free threads compete for next
request.

© M A Smith 2002-2005 Version of December 16, 2009 Page 34
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2.5.2 Code
import  javalang*;
import  javanet*;
?lass Server
{public static  vod main(Stingargs]])
try
if (argslengh=1)
it port =Integer.parselnt(args[O]); / Port number

( new Server().process(port),  // Start server

reum I Normal exit

}

} catch (Exceptionerr)

System.out.printin( “port notinteger” ) Integer port no
}System.outpn'nﬂn( "Usage Server port” ), N Display usage
{public vod process( final int port)

{ ty

ServerSocket ss = new ServerSocket(port); // Server Socket

for (it FLi<=10;H+) /]

{Ihreadz new ThreadinPool(ss);,  // Create thread

thread.start(); I in thread pool

}

} catch (Exceptionerr)
iSystem.ouLpﬁnﬂn( "Enmor." +er.getMessage() );

}
}

© M A Smith 2002-2005 Version of December 16, 2009 Page 35
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F
* Implemented as a Thread pool
*

class ThreadinPool

{

ServerSocket theServerSocket, //
NetObjectReader theln; I
NetObject\Writer theOut,; I
Static int  theUniqueNo=1;
Srng  theName; i

extends Thread

pivate
private
pubiic  ThreadinPool( ServerSocketss)  //

{

theServerSocket =ss; I

theName = “Thread " +theUniqueNo++;,  //
}

public  void run() I
whie (true)
{ ty
Socket socket = theServerSocket.accept();/
theln = new NetObjectReader( socket )/
theOut= new NetObjectWiiter( socket )/
whie (true) ]

Object obj = theln.get(); I
f (o= nul ) break ; I
String message = (Sting) o, //
System.out printin(theName + message);
| theOut.put( ™ +messagelength() )/

theln.close(); I
theOut.close(); /)

socket.close(); I
catch (Exceptioner){} I

ServerSocket used
Input stream
Output stream
Name of Thread
Construct
Remember socket
Name

Execution

Connection
Input
Output
Loop
From Client
No more data
Tostring

Retum length
Close Read
Close White
Close Socket
Abandon

© M A Smith 2002-2005 Version of December 16, 2009
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2.6 Simple web server (Not using a thread pool)

class Server
{
ThreadForTrans theThread:

{public static  vod main(Stingargs]])

{ ty
0. Trace( "STATE', "Websener0.3' );
if (argslengh=2)
int port = Integer.parselnt( args[o)y/ Port number
IO.Trace( "STATE', "Baseoffile system:" +args[l]);
( new Server()). process(port, args[1])// Start server
reum ; Normal exit
}}
caich (Exceptionerr)
{
IO.Eror( "port notinteger” ); I Integer port no
}
1O.Enor( "Usage port FleBase" ), M Display usage
}
public vod process( final int pot  final  Stingbase)
{ ty
ServerSocketss = new SexverSocket(port); / Server Socket
while (true) I Loop
Socketsocket =ssaccept(); / Wait for connection
theThread = new ThreadForTrans(socket base),/ Create thread
I Either run assepalate thread or serially
the Thread start(); Startthread
Il theThread.run(); /' No Thread
}}
caich (Exceptionerr)
{
IO.Eror( “process: " +erm.getMessage() );
}
}

© M A Smith 2002-2005 Version of December 16, 2009 Page 37
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class ThreadForTrans extends Thread
{
private  Socket theSocket; I Socket used
private  String baseDir= T
private  NetlnputStream theln; I Input object stream
private  NetOutputStream theOut,
public  ThreadForTrans( Socket s, String base )
{
theSocket=s; I Socket used
baseDir =base; I Base offles
}
public  vod run() I Execution
IO.Trace( "STATE", "Open connection” ),
{ ty
theln = new NetinputStream( theSocket ); // Input
theOut= new NetOutputStream( theSocket );/ Output
String get= nul
whie (true) I Loop
Sting message =thelngetLine(); / From Client
if = nul ) break ; / No more data
IO Trace( "REC", message);
if (startsWith( message, "GET" ))
get=messagesubsting(4), // Remember fle name
if (startsWith( message, "Host' ))
{
sendHle( get); I send fle
= nul ; I Reset
}}
IO Trace( "STATE", "Close connection™ )
theln.close(); I Close Read
theOut.close(); I Close Wiite
theSocket.cose(); I Close Socket
caich (Exceptionerr)
IO.Eror( "ThreadForTrans: " +err.getMessage() );
}
IO.Trace( "STATE", "Close conection” ),
}
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Il Checkif message starts with string
boolean  startsWith( String message, Sting start)

reum  (message.toLowerCase().startsWith(starttoLowerCase());

Il Sendfie to Client
Il Extension used to define type of transfer

pubic wvoid sendFle(Stingm) throws  IOException
{

f (m= nu ) reum ;

String file = baseDir + m.substring( 0, mindexOf("*) );
Sting ext =file.substring( fileindexOf( " }+1);
ext = exttoLowerCase();

DEBUGTrace(  '"FILE' , 'Fle['  +fle+ T+
B[ ted+ T )

File aFile = new Fie(fie);
if (aFiecanRead()

theOutputling( "HTTP/1.1200OK" );
theOut.putling( "Connection: close” );
theOut putLine( "Contentlength +aFlelength());
{ it (extequals( pg" ) llextequals( peg” )
}lheOuLpuﬂ_ine( "Content-type: image/jg” )
{ it (extequals( gf' )
| theOutputling( "Content-type: image/gif" );
it (extequals( "hm” ) || extequals( "hmf* )
}IheOuLputLine( "Content-type: texthtml " )
theOut putline( ")
theOut.copyFie(file );
} o else {
}theOutpulLine( "HTTP/1.1403 Problem" )
}
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{ public  NetinputStream( Socket s)
super (s.getinputStream());

public  Sting getLine()

{ ty

Stingres= " A
nt c; I
whie (true)

c=read(); I
f (c='\) reum res;, /
f (c=-1) reum nul ; /
f (ck=V) I

res+=( char )c; I

caich (Throwablee){} I

reum nul ; I

import  javaio;
import  javanet™;
class NetinputSream extends BufferedinputStream
{
private  StingtheMessage = nul ; /

throns  IOException

Accumulating line
Character read

Next character
End of ine

End of fle (EOF)
Ignore”

Append

/O error

Treatas EOF
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E:lass NetOutputStream extends BufferedOutputStream
private  StingtheMessage = nul ;/
public  NetOutputStream( Socket s) throns  IOException
super (s.getOutputStream() );
public  void write( byte []buf, int offset, int len)

throws  IOException

{ super write( buf, offset, len );
super flush();

public  void putline( String message) throws  IOException
{

byte [|asBytes =(messag " )geBytes();
wite( asBytes, O, asBytes Ienglh) I Send Message
}IOTrace( "SENT", message);

public  void copyFile( Sting fleName) throws  IOException

final it bufferSize = 4006;
byte buffer]] = new byte [bufferSize];

HlelnputStream  istream = new FlelnputStream(fileName);
BufteredinputStream theBis = new BufferedinputStream(istream);
whie (true)

it len =theBis.read( buffer, O, bufferSize );
if (len<0) break ;

write( buffer, O, len);

}

theBis.close();

istream.close();

flush);

puline( " )

IO.Trace( "FLE" , "Sent” +fileName);

}
}
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cass 10
{public staic  vod Trace( Sting state, String mes)
{System.err.pn'nﬂn( (state + " " )substing(0,5) +
tT+mes),
}
pubic stafic vod Emor(Stings)
isystem.err.pn'nﬂn( "Emor ;" +s),

}

2.7 Putting it all together

When compiled and run the following results are produced:

Server (Application)

Command

line used java Server 4444 h:\\ntml\\

Note: 4444 Port used
h:\\htmi\\ base of file system for web pages

Client (Web browser)

http://localhost:4444/home.html

URL

Note: Web page accessed is at
h:/html/home.html
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3. Web Client-Server Systems

CGIl (Common Gateway Interface)
Languages used with CGl
State information

Tomcat
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3.1 CGI (Common Gateway Interface)

A CGlI script is a program that is stored on the remote web server
and executed on the web server in response to a request from a
user. For example:

<A HREF="http://host/cgi-bin/cgi_program">run cgi</A>

CGI programs are held in a special directory usuaiybin
on the web server.

A CGil script file is written in a programming language which can
be either:

o« Compiled to run on the server
o Interpreted by an interpreter on the server.

3.2 Languages used to write CGl scripts

« Compiled languages: C, C++, Ada, Java (Into bytecode)

o Interpreted languageserl, shell script

Usual to use an interpreted language as this can facilitate fast
development of the system
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3.3 CGI What happens

The CGI script is executed when an anchortag.. >or an

image tagIMG ...>refers to the CGl script file rather than a
normal file. The determination of whether this is a CGI script file
or just an HTML file is made on the physical placement of the

file on the server. Remember, the script file is placed on the same
machine on which the web server runs and not on your local
machine.

Usually this placement is in the remote web serugis

directory. However the exact location of this directory on the
server machine is determined by the web administrator for that
machine. This placement and control of ¢hi@in directory is
determined by the web administrator to prevent security
problems, that could occur if arbitrary programs where allowed to
be executed by anybody accessing the machine.

Some web administrators may not allow you to create CGI scripts
on their machine.
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3.4 Implementation details

The script eventually returns an HTML page or image to be
displayed as the result of its execution. When a CGl script file
executes it may access environment variables to discover
additional information about the process that it is to perform. The
first line of the returned dataust be:

Type of returned data | Text
An HTML page Content-type: text/html
A gif image Content-type: image/gif

A simple CGI script on a unix based web server to return a list of
the current users who are logged onto the web server is:

#1/bin/sh

echoContent-type: text/html
echo

echo

echo"<HTML>"
echo"<HEAD>"
echo"</HEAD>"
echo"<BODY>"
echo"<H2>Users logged in are:</H2>"
echo"<PRE>"

who

echo"</PRE>"
echo"</BODY>"
echo"</HTML>"

Remember:
° The "'s around text with a < or
character.

On a Unix system:

. The first line is #!/bin/sh

° The file has executable
permission set.

>
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3.5 Environment variables

The major environment variables that can be accessed by the CGI
script when it executes are:

Environment variable |Contains

QUERY_STRING Data sent to the CGI script, by its
caller. This may be the output from p
form, or other dynamically or
statically generated data.

REMOTE_ADDR The Internet address of the host
machine making the request.

When a form is used, the information collected in the form is sent
to the CGl script for processing. This information is placed in the
environment variabl@UERY_ STRING.

To pass information explicitly to the environment variable
QUERY_STRING a modified form of an anchor tag is used. In
this modified anchor tag, the data to be sent to the environment
variableQUERY_STRING is appended after the URL which
denotes the CGl script. The character ? is used to separate the
URL denoting the CGl script and the data that is to be sent to the
script. For example:

<A HREF="/cgi-bin/script?name=Your+name&action=find">
Link </A>

The data "name=Your+nameé&action=find" is placed in the
environment variabl@UERY_STRING and the cgi scrptpt
executed.
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3.6 Postvs. get

So far the method used to send information to the CGI script has
been GET. When the method GET is used the data sent is placed
in the environment variable QUERY_STRING for the CGI script
to process.

An alternative method is to use POST. When the method POST is
used the data is sent by a separate stream and becomes the
standard input to the CGlI script. The method used is specified on
the <FORM ..> tag using the attribute METHOD="get" or
METHOD="post". The default method is GET.

For example:

Generated form| HTML markup required

<FORM METHOD="get"
ACTION="http://host/cgi-bin/mas_form">
<INPUT TYPE="text" NAME="name"
SIZE=20 VALUE="Try it (get)">
</FORM>

I Try it (get)

<FORM METHOD="post"
ACTION="http://host/cgi-bin/mas_form">
<INPUT TYPE="text" NAME="name"
SIZE=20 VALUE="Try it (post)">
</FORM>

| Try it (post)

When using the POST attribute, the following environment
variables are set:

Environment variable Contains

CONTENT_LENGTH The length of the data sent via
the standard input to the CGI
program.

CONTENT_TYPE The MIME type of the data.
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3.7 State information

o Where is state information held

e Server
Then need a mechanism to identify who it belongs
to securely.

o Client

Then needs to be re-transmitted to server so
processing can take place.

o Security
To be secure the data needs to be encrypted.

3.8 Cookies
o Information sent by server to be stored on client

. Information stored on client

Name likes

Value red

Host which sent cookie localhost

Path /

Expires At end of session
Server secure no

o Cookies resent when communicating with same host

« What are the implications of this
Used to track which sites you have visited
Used to give you customised web pages when next
access site
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3.9 Web based client server processing

Philosophies

Client side
processing takes place in the web browser

+  Off loads work to the client
- How do you save state

Server side
Processing takes place on the server

+  State can be stored on the server

- Server now has to do work

- Delay due to communication latency and workload
on server

Server side & client side
Processing takes place on the server and on the client

+  Best of both worlds
- Added complexity
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3.10 Tomcat
e ToOmcat

A web server that implements dynamic web page
processing ( JSP enabled web pages or servlets). The
tomcat server in essence provides enhanced processing
to that provided by a normal web server.

Server side processing

Http request
> process
delivered
< page
Dynamic page \ %
Web Tomcat Databas
Browser Server

« Its aclient server system

R Client is the web browser
Thin client

. Server is the tomcat server, to which the
iImplementor adds JSP enabled web pages or
Serviets
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3.10.1 JSP Java server pages

Web pages with embedded script that is executed when
page is requested and results in a dynamically created
web page.

In reality the web page is pre-compiled into a 'Servlet,
and it is the pre-compiled program 'Servlet' that is run
when the JSP page is accessed on subsequent occasions

'Web page' on server may contain:

o Interpolation of values generated by standard
Java expressions

o Java variable declarations
Which can be used later in the web page

« Java control structures
Which may contain embedded HTML. The
exact HTML generated will depend on the
execution path through the Java statement

to help control the generation and content of the
dynamically generated web page.
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3.10.2 JSP example

« JSP page

<HTML>

<BODY>
<OL>
<> <%=2+4%>

<LI> Time = <%= System.currentTimeMilis() %>

<%@ page import="java.util*' %>

<% GregorianCalendar ¢ = new GregorianCalendar();
intyear =cget(Calendar.YEAR), %>

<LI> Year=  <%%=year %>

<%if ((year) ¥4 =0){%>
<LI> ltsaleap year
<%} else {%>

<LI> ltsnotaleap year
<%}%>

</OL>
</BODY>
<MHTML>

3.10.3  Output from JSP page

6

Time =1042649122863
Year=2003

lts nota leap year
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3.10.4 Generated code for JSP page

package orgapachejsp;

import  javax.senet*,

import  javax.seniethtip.;

import  javax.senetjsp;

import  org.apachejasper.runtime.;

import  java.util*;

pubic cdass date jsp  extends HiplspBase{
private  static  javautlVector jspx includes;

public  java.utilList getincludes() {
retum _jspXx _includes;
}

public  void _jspSenvice(HttpSenietRequest request,
HittpServietResponse response) _
throws  javaio.lOException, ServietException {

JspFactory _jspxFactory = nul
Jjavax.senvietjsp.PageContext pageContext = null ;
HitpSession session = nul ;
SenvietContext application = nul ;
SenvietConfig config = nul ;
JspWhiter out = nul ;
Object page = this ;
JspWhiter _jspx_out= nul ;
Tty {
_jspxFactory = JspFactory.getDefaultFactory();
response.setContentType( “texthiml,charset=ISO-8859-1" );

pageContext =_jspxFactory.getPageContext(
this , request, response,
null ,true, 8192, true);

application = pageContext.getServietContext();

config = pageContext.getServietConfig();

session = pageContext.getSession();

out = pageContext.getOut();

_Ispx_out=out;

© M A Smith 2002-2005 Version of December 16, 2009 Page 54



Cl346 Client Server

outwrite( "<HTML>");
outwite( "<BODY>"),
outwrite( "<OL>");
outwrite( <> )
outprint(2+4)
outwrie( " )
outwrite( "<L>Tme=" ),
out.print( System.currentTimeMills() );
adwel )
OLILwItE( ) _
GregorianCalendar c= new GregorianCalendar();
int year =cget(Calendar.YEAR);
outwrite( ")
outwite( "<LI>Year=" );
outprnt(year),
outvwte( )
if ((year)%4="()"){
outwrite( )
}outvvnte( "<LI>tsaleap year" );
else {
outwrite( o
out.wite( "<LI>lts nota leap year" );
}
outwrie( " )
outwite( "<OL>" ),
outwwite( "<JOL>" ),
outwite( "<BODY>");
outwite( "<SHTML>" ),
catch (Throwablet){
out=_jspx_ouf;
if (outl= nul  && outgetBufierSize() '=0)
outclearBuffer();
if (pageContext!= null )
pageContexthandiePageException(t);
finally ~ {
it (jspxFactory = null )
} _jspxFactory.releasePageContext(pageContext);
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3.10.5

Java server pages components (Simplified)

o EXpression
lllustrating call of a method

<= System.curentTimeMillis() %>

« Page declaration
lllustrating an import statement

<%o@ page import="java.util.*' %>

o Scriptlet
lllustrating declarations

<% GregorianCalendar ¢ = new GregorianCalendar (),
intyear =cget(Calendar.YEAR), %>

o Scriptlet
lllustrating use of control constructs

<Y%if ((year) Y04 =0){%>
<LI> ltsaleap year
<%} else {%>

<LI> ltsnotaleap year
<%}%>
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« Points to note

o Its all created in a single method so:

<Qointyear =2010 %>
The year is <%o=year %>

<Qointyear =2010 %>
The year is <%o=year %>

Will fail, duplicate declaration ofear
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3.10.6 JSP Summary

o Advantages

Builds on knowledge of HTML, and Java
Allows full access to the Java API and language

Do not have to write complete Java program
'Servlet’

Unlike javascript is run on the server, so can easily
access server side resources

JSP is portable across server systems

Low cost of ownership
Can use many open source components

« Disadvantages

You will get compile time error messages if you
access a page containing syntax errors

You will get a stack unwind if a run time error is
caused.
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3.10.7  Servlet
o Java program (Servlet)
That delivers as its output a web page. This specially

written servlet outputs HTML that is to be the
dynamically created web page.

import  javaioX;

import  javax.senet’;

import  javax.senethtip.*;

public  cdass HeloWorld extends HitpSenviet {

pubic  void doGet(HttpServietRequest request,

HitpSenetResponse response)
throws  IOException, SenietException
{
response.setContentType( “tlexyhtmi* );
PrintWihiter out = response.get\Whiter();
outprintn "HTML>"),
out.printin( "<BODY>"),
out.printn( "<H1>Hello Word!l</H1>" );
out.printin( "<BODY>");
out.printn( "<SHTML>" );
}
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3.11 Java Script
o Scripting language that is run client side

The language looks superficially like Java and is
embedded in a web page using special +®SRIPT>
</SCRIPT> to identify code. It is executed by the
browser during the display of the web page. This can
result in web pages with dynamic content and or
interactive elements.

<HTMB

<SCRIPT language="JavaScript>
<l-
function wite_message()
{
var today = new Date();
var hour =today.getHours()
var mins =today.getVinutes()
var secs = today.getSeconds()
var message ="Time "+ ((hour<10?"" :"™ )+ hour) +
((mMins<10?"0":"")+mins) +
((secs<10?"0":"")+secs) +

message = méssage +"server" + location.host;
document.ClockForm.data.value = message;
id = setTimeout("Wite_message()", 1000);

}
I->
</ SCRIPT>

<BOD¥

< FORNNAME="ClockForm" ACTION="">

< INPUT TYPE="text' NAME="data" SIZE=50 VALUE="Data unavailable">
</ FORM

</ BOD¥

< HTME
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3.11.1 Javascript

e Uses

Dynamic web page content

Validation of data on the client side before being
sent for further processing to a server.

Creation of interactive web pages.

o Advantages

Immediacy of client side processing

Off loading of processing to client

« Disadvantages

Executed on client side
Not Java, Language is restricted in scope

May need to transmit data to server for further
processing
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4. Design consideration

® Fatvs. Thin

® State vs. Stateless
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5. Multicast

® \What is multicast
® Protocols

® An Internet Chat Application
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5.1 Multicast

o Ability to send data to multiple clients

e Uses UD_P _ _
So unreliable connection client-server

o Use special IP addresses
224.0.0.0 - 239.255.255.255
224.0.0.0 Reserved so do not use

« Time to live parameter
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5.2 An Internet Chat Application

Clients

>4-0

Servir/V
N

« Clients send individual entered messages to server

>0

>0

o Overview

« Server sends messages back to all clients using
Multicast
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5.3 Client GUI
Jg— Operating system specific controls
[ JOX
) .
Display of messages that are sent

by this and other users.
< User types message here that will t

sent to all other users
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53.1 Client code

import  javax.swing;
import  javax.swing.event*;
import  java.ant*;

import  java.antevent*,
import  javanet*;

import  javaio;

import  javanet*;

import  java.utl*;

import  java.io.lOException;

class Client

{ public static  void main(Stingargd])
{System.outpn'nﬂn( "Chat application”
Application client= new Application(); //
clientsetVisible(true); i

}dientstalt(args); I

}

Setup GUI
Show GUI
Start
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5.3.2 Set up GUI
class Application extends JFame
{
private  static  fnal  int H=400; I Height of Window
private  staic  final  int W=300; ] Width of Window
private  JTextHeld theVin, I Visual Input
private  JTextArea theVOLUL, I Visual Output
private  JScrolPane theSP; /] Scrollable view
private  Sting theServer="localhost’; // Server
private  StingtheMCA ="224.001% / Multicast Add.
private  StingtheUser ="Guest’;, / User of chatline
private  NetMCReader theln; I Input stream
private  NetDGWiiter theOLur; I Output stream
public  Application()
Container cp = getContentPane(); I Content pane
cp.setlayout( nul ) i Set no layout man
setSize(W, H); I Size of Window
Fontfont=
new Font( Monospaced",FONLPLAIN,12); / Font Used
theVin= new JTextHeld(); I Input area
theVinsetBounds(10,H-70\W-2040);  // Size
theVIn.setFont( font); I Font
cp.add(theVin); I Addto canvas
the\VOut= newJTextArea( ™ ); I Outputarea
the\VOut.setFont( font); I Fort
theSP = new JScrollPane(); I Scroling window
theSP.setBounds( 10,10 W-20H-100);, / Size of window
theSP.setFont( font); I Fort
cp.add(theSP); I Addto canvas
theSP.getViewport().add(theVOut);,  // onto the text area
Transactionch = newTransaction(); // Add listener
theVin.addActionListener(cb); I (Callback)
setDefauttCloseOperation(EXIT_ON_CLOSE); // Exit close
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5.3.3 Process command line parameters

public  String params( String args]])
if (argslength>=1)
theUser = (args[0] + "o ).substing(0,5);

if (argslength>=2)theServer=args[1];

if (argslength>=3)theMCA =args[Z];

reum "Use' +theUser+ '|Sener +theServer +
"IMCA" +theMCA+ " ;

© M A Smith 2002-2005 Version of December 16, 2009 Page 69



Cl346 Client Server

5.34 Action when user send message

class Transaction implements  ActionListener
pubic  void actionPerformed( ActionEvente)

{
String userinput =theVin.getText)); / Users response
theVin.setText( ") I Clear input
try
if (theOut!= nul )
theOutput( theUser + "' +usernput);

catch (IOExceptionerr)
System.outtprintin( "Server:"  +ergetMessage();
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5.3.5 Main processing loop of client

pubic  void  start( String args(] )

String info = params(args ); i Initial values
theVOutsetText(info + "), I Display GUI
System.outprintin(info); I Display Console
{ ty
theVOutsetText( "Started”  ); " Inform
theln = new NetMCReader(55000,theMCA); // Connection
theOut= new NetDGWhiter(44000 theServer);/ Input
while  (true) I Loop
String mes =theln.get(); I From Client
f (mes=— nul ) break ; I No more data
theVOutappend(mes + ") I message

catch (IOExceptionerr)

{&/stem.outprinﬂn( "Cient"  +emgetMessage();
err.prntStackTrace();
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5.4 Server code

import  javalang*;
import  javanet*;
import  javauutil.*;
import  javalio;
class Server
{
public static  void main(Stingargg])
{
Sting mca= 224001 i Multicast address
if (argslength=1)mca =args[0],
.outprintin( "UsngMCA" +mca+ 'T" )
( newSenver())process(meca);, / Start server

public  void process( Stingmca)

NetDGReader in; I Input sream
NetMCWhier our, i Output stream
{ ty
Systemn.out.printin( "Server started" );
out= new NetMCWhitern(55000, mca); // Output
in = new NetDGReader(44000);  // Connection
while (true) I Forever
String mes =in.get(); I From Client
f (mesk= nul )
output(mes); I Wihite to all
}
}}
catch (IOExceptionerr)
System.out.printin( "Serverrun” + err.getiViessage();
}
}
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M
I Datagram
e

I/ Packets may amive in different order from that sent
Il and some datagram packets may notamve at all

class NetDGWriter
{
private  DatagramSockettheSocket = nul
private  InetAddress theAddress = null ;
private int thePort;
private  Sting  theHost;

public NetDGWhiter(  int  port,String host) throns  IOException

{lhePort =port;
theHost=host;

theSocket = new DatagramSocket();
theAddress = InetAddress.getByName(theHost);
}

public  void close() throws  IOException

imeSod@tclose();

public  void put( String message) throns  IOException

byte [] buf=message.getBytes();
DatagramPacket packet =
new DatagramPacket(buf, buflength, theAddress, thePort);
}1heSocketsend(pad<et);
}
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class NetDGReader

{ private  DatagramSocket theSocket = nul

private  InetAddress theAddress = null ;
private int thePort;
public NetDGReader( int porf)  throws IOException

{

thePort =port;

theSocket = new DatagramSocket(port);
}

public  void close() throws  IOException

:meSocketdose();

public  Sting get() throws  IOException

byte |[buf= " new byte [512]
DatagramPacket packet = new DatagramPacket(buf, buflength);
theSocketreceive(packet);

retum  new String( packetgetData(), 0, packetgetength() );
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W I

Il Multticast using Datagrams

Il 1P Range 224.00.0 10 239.255.255.255
W I

class NetMCWhiter
private  MulticastSocket theSocket = nul

private  InetAddress theGroup = null ;
private int thePort;

public NetMCWiiter(  int  port, String mca) throns  IOException

{
thePort=port;
theGroup = InetAddress.getByName( mca);
theSocket = new MulticastSocket( thePort);
theSocket.setTimeTolLive(20);
theSocketjoinGroup(theGroup);

}
public  void close() throws  IOException

theSocketleaveGroup(theGroup);
theSocket.close();

}
public  synchronzed  void put( String message)

byte []buf=message.getBytes();

throws  I0Exception

DatagramPacket packet =
new DatagramPacket(butf, buf.length, theGroup, thePort);
theSocket.send(packet);
}
}
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class NetMCReader

private  MulticastSocket theSocket = nul
' InetAddress  theGroup = null ;
private  int thePort;
public NetMCReader( int port, Stringmca) throns  IOException
{
thePort =port;
theGroup = InetAddress.getByName( mca);

theSocket = new MulticastSocket( thePort);
theSocketjoinGroup(theGroup);

public  void close() throws  IOException

{
theSocketleaveGroup(theGroup);
theSocket.close();

}
public  synchronzed  Sting get() throws  IOException
byte |louf=" new hyte [512];
DatagramPacket packet = new DatagramPacket(buf, buflength);
theSocketreceive(packet);

reum  new Sting( packetgetData(), 0, packetgetlength() );
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6. Remote Procedure Call

e RMI

® Examples
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6.1 Remote Procedure call
o Ability to call a function/ procedure that is part of any
other process which may be executing on a remote
machine.

R Semantics similar but not the same as a normal function/
procedure call.

« Implementations

R RMI
Java
R CORBA

Common Object Request Broker Architecture
(IBM, Sun, Oracle support CORBA)

o DCOM
Microsoft

e« SOAP
Microsoft
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R Differences between RPC and normal Procedure calls

« There may be a significant delay before the
function/ procedure is obeyed.

o The call may fail, due to network problems, remote
machine failure, etc.

« Passing parameters by reference may not be
implemented.

o Implementations available in Java

. RMI
Java code to Java code

« COBRA
Java code to other code
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6.2 Potential problems with RPC and client Server

o Network problems

e Must be prepared for failure, must be able to
recover.

« Resource implications

o Concurrency on server
A call to an remote procedure will normally
execute concurrently with other access to the same
procedure on the server

If serialize access to remote procedure
Then if remote procedure takes a long real time to
execute, overall performance could be very slow.

. Parameters are serialized

« May be an undesirable effect due to call by value of
objects (Java normally passes objects by reference) and
or serialization of data.
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6.3 RMI: Simple example

An interface is used to define the protocol that the remote object
will implement. As it is a remote object communications to it
may fail, in which case the exceptiB@moteException will

be thrown

interface RemoteAccount  extends Remote

{
public  double getBalance()
throws RemoteException;

public  void depaosit( finral  double money)
throns  RemoteException;

public  double withdraw( fnal  double money)
throns RemoteException;

pubic void setiVinBalance( fnral  double money)
throws RemoteException;

public  double getMinBalance()
throns  RemoteException;

The class for the remote object is defined as follows:

cass RAccount extends javarmiserver.UnicastRemoteObject
implements  RemoteAccount
{

private  double theBalance; i Balance of account
pivate  double theMinBalance;  // Minimum bal (Overdratt)

public RAccount)  throws RemoteException {}

public  double getBalance() throws  RemoteException

reum theBalance;
}

/I Restommited
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6.3.1 RMI Example: Server

The server simply creates an instance of the remote object and
binds it to the urimi:/flocalhost/account

import  javarmiX;
import  javalio;

import  javaumi.server.UnicastRemoteObject,

class Server
{

public  static  vod main(Stingargs]])
{
connect( “rmi/Alocalhost/account” );

public static  void connect(Stingur)

{
try
RAccount mike = new RAccount();
Naming.rebind( ur, mike );
System.outprintin( "Bound mike to: " +ur);
caich (Exceptionerr)
i System.out.printin( "Emor." +er.getMessage() );
}
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6.3.2 RMI Example: Client

The client binds to the remote object using the url
rmi://localhost/accourdnd then accessing the local stub as if it
were the real object. The affect of which is to call the appropriate
method on the server.

import  javarmiX;
class Client
{ pubiic  static  vod main(Stingargs]])
{prooess( “mi:/localhost/account” );
public statc  void process(Stingur)
RemateAccount mike;
{ ty
mike = (RemateAccount) Naming.lookup( url );
double obtained;
System.out.printn( "Mike'sBalance =" +
mike.getBalance() );
mike.deposit(100.00);
System.out.printn( "Mike'sBalance =" +
mike.getBalance() );
obtained = mike withdraw(20.00);
System.outprintin( "Mike has withdrawn : " + obtained);
System.out.printn( "Mike'sBalance =" +
} mike.getBalance() );
caich (RemoteExceptionerr)
{ System.outprintn( "Emor: " +emrgetMessage() );
i catch (Exceptionerr)
} System.out.printin( "Enmor." +er.getMessage() );
}
}
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6.3.3 Compiling the system

javac RAccountjava
javac Clientjava

mic -v1.2 RAccount
javac Serverjava

6.3.4 Running the system
On the server machine

VM1: Virtual Machine 1

mmiregistry

VM2: Virtual Machine 2

java Server

On the local machine

java Client
Mike'sBalance =00
Mike'sBalance =1000
Mike'sBalance =80.0

java Client
Mike'sBalance =80.0
Mike'sBalance =1800
Mike'sBalance =1600
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7. Clustering

® Overview

® SMP vs. Clustering
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7.1 Overview

o A group of interconnected, whole computers working
together as a unified computing resource that can create
the illusion of being one machine.

Each whole machine in the cluster (Node) can be run on
its own.

Stallings Operating systems 4th edition

« Particularly attractive for running server applications.
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7.2 Clustering advantages

o Absolute scalability
A cluster can consist of hundreds of machines, each of
which may be a multiprocessor

e Increased scalability
Possible to add new systems to the cluster

« High availability
Because each node in the cluster is a single machine,
loss of node does not result in loss of service.

e Price/performance is superior
Uses commodity building blocks, cheaper to build a
cluster than a single very powerful machine

Stallings Operating systems 4th edition
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7.3 Types of cluster

Clustering Description Benefits Limitations
Method

Passive Standby Secondary server Easy to Implement High Cost
takes over in case
of failure

Active Secondary Secondary server Reduced cost workincreased
does work shared between complexity
servers

Separate servers Data continuous High availability ~ High network &
copied from server overhead
primary to
secondary

Servers connecte&ervers cabled to Reduced network Requires Raid or

to disks same disk. and server mirroring to allow
Each server owns overhead as for disk failure
its own disks. elimination of

Disks taken over copying operation
by other servers on
server failure

Servers share disks Multiple servers Low network & Requires lock
simultaneously server overhead. management.
share accessto  Reduced risk of  Usually used with
disks downtime due to Raid or disk

disk failure mirroring

Hewlett Packard White paper on clustering http://www.hp.com/
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7.4 Desirable middleware properties for clusters

Looks like a single machine

Single file system

Single memory space

Distributed shared memory allows 'variables' to be
shared

Single job management system

Single I/O space
Any peripheral can be accessed

Single process space _ _
Any process can communicate with any other process

Checkpointing
Periodic save of state to allow for rollback after failure

Process migration _ _
A process may move between machines in the cluster
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7.5 Operating system design issues

« Failure management

Highly available systems

Offers a high probability that all resources are
available

If a component goes down then a transaction that is
in progress will be re-done on an available machine
Application software must handle the effect of the
partial completion before failure

Fault tolerant systems

Ensures that all components are always available.
Achieved by the use of redundant shared disks and
backing out uncommitted transactions and
committing completed transactions.

Failover
The action of switching an application and data to
an alternative system

« Load balancing
If a machine is added or removed from the cluster then
the load should be redistributed across available
resources.

o Parallelzing computation
Execution of software from a single application in
parallel
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7.6 Clustering vs. SMP

« SMP is easier to manage

e SMP is closer to uniprocessor model

« SMP is well established and stable

o Cluster scales better (Incremental & absolute)

o Cluster better availability
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7.7 Beowulfwww.beowulf.org

« Made from mass market commodity components
PC's running Linux

o Dedicated processors
Make up cluster

o No custom components

o Private network

7.8 Beowulf I
o Looks like a single machine

o Uses maodified standard Unix tools for process control
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8. Types of servers

® Connectionless (UDP) vs. Connection-
oriented (TCP)

® Iterative vs. Concurrent

® Stateless vs. Stateful
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8.1 Connectionless vs. Connection-Oriented

o« Connectionless

No specific connection to server, information my be lost
e.g. Streaming video

+ Low overhead
- Non reliable transmission

- If required client will have to manage re-
transmission

o Connection-Oriented
Specific connection between client & server
e.g. ftp, web
+ Reliable transmission of data

- Overhead of initial connection setup
- Require separate sockets for each connection
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8.2 lterative vs. Concurrent

o lterative

Single processor

Handles requests sequentially
Requests take short time to process
E.g. time server

+ Easy to Implement
- Server is unavailable for other work whilst
processing the request

- Wil not scale, other than by adding a faster CPU/
Disks

 Concurrent
Handles multiple requests concurrently (Web server)

Normally uses threads/ lightweight processes
High volume

+ Requests can be overlapped
+  Will scale on suitable hardware

- Harder to implement / Problems of concurrency
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8.3 Stateless vs. Stateful

o State
Information maintained by server about on-going
transactions between client and server.

How long do you preserve state?

How do you identify which state belongs to which
client?

How do you stop state information being forged?

o Stateless
No information held by server about on-going
transaction
NFS (Network File System)
HTTP is stateless as if either the server or client goes
down the underlying process may be resumed with no
ill-effect.
(Of course we now put state information into the http
protocol with cookies, etc.)

o Statefull
Server maintains the state of the transactions so far
made by a client

e.g. On-line Banking system

In statefull mode there may be a login to the server
when this has been done then transactions may be
performed.

Problem of authentication
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8.4 Classification grid

Connection-Oriented] Connectionless

lterative Not usually used Simple servers
Concurrent |Rest NFS, DNS
e.g. Charon
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8.5 Server management (Linux)

« Many servers on linux
NFS, Apache, Webmin, FTP,

« Some of the servers used infrequently

e« inetd
Is a demon that starts servers on demand to process a
request.

« This reduces the load (resources used) on the
machine. As a server is only run when needed.

 Load consists of Idle CPU time for process,
Memory used (Swap space if paged out) etc.
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